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Executive Summary

In the coming decades, a wide array of socioeconomic,
environmental and technological changes will create new
challenges for developing states. Climate change, the
automation of work, cyber-threats, unsafe supply-chains
and unregulated financial systems will create new risks and
vulnerabilities. States may increasingly struggle to provide
protection and services in new and emerging spaces -
including cyberspace, emerging financial systems and
unplanned urban spaces vulnerable to shocks from climate
change.

Without the protection of the state in these spaces, people will
look elsewhere. In some cases, businesses, private actors or
civil society will emerge to address risk and provide insurance
against insecurity. But in others, criminal actors will step in -
providing not just protection and services, but also dictating
norms and offering meaning and identity to citizens. They
may corrupt formal and legitimate institutions, businesses
and markets, bending them away from their stated purpose.
The result may be a significantly expanded role for organized
crime in governance in the next three decades — and the rise
of ‘crooked states’ and crooked governance more broadly.

Drawing on a larger study on the future of organized crime
and corruption out to 2050, this policy brief looks at how
the changing nature of organized crime and corruption
may impact state fragility, inequality and conflict in the
coming decades. It examines three areas where tomorrow’s
vulnerabilities may create opportunities for new forms of
criminal governance, and considers how development and
stabilization policies can encourage resilience in the face
of these criminalizing tendencies — and prevent the rise of
crooked states in the first place.

Vulnerabilities, protection and resilience

The first section of the brief considers how an array of stress-
ors — including climate change and resource insecurity, un-
planned urbanization and labour market disruptions — may
challenge state governance in the coming decades. Strug-
gling to keep up with environmental, demographic and tech-
nological changes, state institutions in developing countries
may lack the resources or the legitimacy to meet the protec-
tion needs of their residents. And in some states, high levels
of corruption and illicit financial flows may further undermine
state capacity and authority. Instead, criminal and corrupt ac-
tors may be well-positioned to fill these needs — and to de-
velop an expanded role in governance.

Preventing and reducing the role of criminal groups in gov-
ernance will require development policies that help states,
working with civil society and legitimate businesses, provide
protection and reduce vulnerabilities. Key policy implications
include:

¢ Using social protection policies to address vulnerabilities

and reduce demand for criminal protection. This may include
economic livelihood programming, interventions designed to
ensure the equitable distribution of resources, and investment
in social service provision or infrastructure development.

* Minimizing the demand for criminal protection created
by shifts in the labour market, through programming that
encourages economic resilience, job training initiatives
and alternative forms of livelihood provision.

* Exploring how anti-corruption interventions can be
used to protect state institutions against organized crime,
for example through strategic interventions to address the
links between corruption and political finance and work-
ing out which interventions shift social norms to promote
resilience to organized crime.

e Strengthening the counter-organized crime role played
by global finance in development outcomes, improving
financial transparency and global coordination to reduce
opportunities for corruption and illicit financial flows.

Stabilization and peacebuilding

There is increasing recognition that organized crime and illicit
economies play a significant role in conflict-affected settings,
and may impede stabilization and peacebuilding efforts. The
second section of the brief considers the ways in which con-
flict creates entry points for organized crime and corruption,
and how organized crime impacts post-conflict transitions.
During and after conflict, norms around illicit activity, crim-
inal-political collaboration, and the use of violence may be
eroded, presenting opportunities for organized crime. Crimi-
nal groups may subvert post-conflict transitions, exercising
political power and undermining the long-term legitimacy of
state institutions.

Diminishing the economic and governmental power of crimi-
nal groups in post-conflict settings requires careful manage-
ment of transition dynamics and political settlements. Key
policy implications include:
e Crime-proofing stabilization efforts to ensure that inter-
ventions do not inadvertently contribute to criminal net-
works and illicit flows, and do not reinforce or legitimize
criminal behaviour or criminal-political collusion.
¢ Strategically engaging groups with criminal agendas in
peace processes, when and where such groups exercise
significant political power and otherwise risk becoming
spoilers. This may include incentives and inducements de-
signed to motivate such groups to abandon undesirable
behaviour.
¢ Building effective governance, not just government. This
requires looking beyond state governance institutions,
harnessing the social and political power of non-state ac-
tors during transition periods and promoting ‘bottom-up’
forms of governance and protection.

Cyber-development and cyber-inequality

As cyberspace becomes increasingly central to every aspect
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of social and political life, digitization is leading to a reorgani-
zation of geo-economic power and disrupting global value
chains. These shifts have significant implications for the future
of organized crime and corruption — and increasingly, they will
also challenge our understanding of security, social inclusion
and state-citizen relationships. The third section of the brief
considers how development policies may need to account for
the risks that changes in cyberspace could lead to crooked
governance, if not addressed.

Promoting resilience and security in cyberspace requires
consideration of where new vulnerabilities will arise and how
these vulnerabilities may generate demands for cyberprotec-
tion. Key policy implications include:
* Bolstering cyber defences in developing states to en-
sure that governments can prevent against and respond to
cybercriminality. This may include development assistance
that helps to secure critical infrastructure, improve cyber-
hygiene and expand the cyber capacity of state security
institutions.
* Leveraging technology to improve development out-
comes, helping developing states harness the positive
impacts of digitization and cyberspace to promote good
governance and foster economic and social resilience.
¢ Considering global cyber-governance to ensure a rules-
based, safe and accessible internet. Development actors
should begin to consider how policies such as net neu-
trality, universal access, and data protection might impact
future development trajectories and prevent against the
emergence of new forms of cyber vulnerability and exclu-
sion.

In each of these areas, limiting the long-term criminaliza-
tion of governance will require short-term policies focused
on prevention. It will require careful consideration of where
new vulnerabilities — and new demands for protection — will
arise, and whether criminal actors may step in to provide that
protection. Development and stabilization policies should
aim to foster resilient, effective and legitimate governance
structures, to crowd out criminal governance and protect le-
gitimate governance going crooked.

This will require thinking beyond state-based governance
structures. Increasingly, states will need to work with other ac-
tors — including businesses, civil society and legitimate non-
state actors — to manage new challenges and provide new
forms of protection. There will also be an increased need for
multi-stakeholder initiatives at the global level. Policies and
institutions that provide broad-based protection against vul-
nerabilities arising from climate change, labour force disrup-
tion, conflict and cybercrime will not only create resilience,
but will also reduce opportunities for criminal and pernicious
actors to occupy the protection spaces left vacant by states.
Smart development policies and practices will, in other words,
help prevent the rise of crooked states and governance struc-
tures in the first place.

Introduction

Every five years, the UK Ministry of Defence undertakes
a whole-of-government strategic trends analysis process,
seeking to understand the long-term strategic outlook for UK
defence and security. The 6th edition of the report, Global
Strategic Trends: Out to 2050, will, for the first time, include
a stand-alone chapter on organized crime and corruption.
UN University (UNU) was commissioned, through the UK
Department for International Development (DFID), to develop
this analysis, exploring how organized crime and corruption
may evolve over the next three decades. UNU was asked in
particular to consider how the changing nature of organized
crime and corruption may relate to state fragility, inequality
and conflict.

Our report for that process, entitled 'Crooked States’,
predicts a significantly expanded role for organized crime in
governance over the next three decades. The reason for this is
simple. Climate change, the automation of work, cyber-threats,
unsafe supply-chains and unregulated financial systems will
create new risks and vulnerabilities. States are struggling to
govern a variety of new spaces that are emerging — including
cyberspace, distributed financial systems such as Bitcoin and
Ethereum, and unplanned urban spaces vulnerable to shocks
from climate change. Without the protection of the state in
those spaces, people will look elsewhere.

Whoever protects people from those risks will win their loyalty.
In some of those spaces, legitimate business may provide
that protection. In others, organized crime will be well poised
to provide that protection, and to use the resulting loyalty
to govern. The power that organized crime wields in those
spaces makes it an ally for unscrupulous political actors — and
in return, gives it influence over those actors. The result may
be a movement from fragile and failed states to crooked ones.

In some cases, states and criminal organizations may
cooperate, or even collaborate, to maximize their
governmental power, sometimes forming what Sarah Chayes
describes as ‘transnational kleptocratic networks’." In other
cases, they will compete directly. And in yet others, the
state may largely abdicate its governmental responsibilities,
leaving space for other governmental powers to emerge.

The way in which organized crime and corrupt actors exploit
the structural changes in the years ahead will often depend
on the choices and actions of states. Organized criminal
groups are frequently viewed as infiltrating the state, using
corruption and coercion to bend state institutions away from
their true purpose. But in many cases, the state itself opens
up space for criminal governance, either through its inability
or unwillingness to govern certain spaces, neighbourhoods,
or markets, or through active complicity with organized
criminal groups.? States must also recognize that they
are sometimes competing directly with these groups. In
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marginalized communities — from minority ethnic enclaves
to isolated rural communities — criminal networks may enjoy
more legitimacy with local populations than state institutions,
precisely because they are less predatory and more reliable.?

Drawing on Crooked States, this policy brief looks at the
near-term implications of this analysis for development and
stabilization policies. We argue that limiting the long-term
criminalization of governance requires policies focused on
prevention in a wide array of policy areas, from the environment
to cyberspace. We highlight various policy choices we believe
will be critical to address and prevent the growth of criminal
governance, and its associated negative effects.

The first section of the brief considers how new vulnerabilities
may empower criminal actors, and how development policies
can encourage resilience in the face of these criminalizing
tendencies. A second section considers how stabilization
efforts may need to account for the risk of organized crime
and corruption. And a third section considers how changes
in the role of cyberspace may impact development policies.
In each section, we briefly consider the main shifts that will
drive insecurity and present opportunities for organized crime,
explaining what we do and do not know about the way in which
these shifts will interact with development concerns, and offer a
short assessment of policy implications and recommendations.

A note on key terms

Organized crime and corruption are both highly contested
concepts. Crooked States treats organized crime and
corruption as distinct but related phenomena, both concerned
with the extraction of criminal rents. A ‘criminal rent’ is the
value beyond the costs of production that is extracted either
a) from the supply of a criminalized good (such as cocaine) or
a criminalized service (such as illegal prostitution), or b) from
the supply of a legal good or service, but in a criminalized
manner (such as black market sales).> Organized crime usually
involves the development and maintenance of organizations
that extract such rents. Corruption involves the abuse of a
public position of trust for private gain — and is frequently
aimed at the extraction of criminal rents.

Different types of actors play different roles in the production
and extraction of these criminal rents. Protection theory, for
example, draws a distinction between criminal ‘entrepreneurs’,
or those who supply and move illicit goods in criminal markets
— extracting rents from the sales of the goods and services
themselves — and ‘protectors’ or ‘violent entrepreneurs’, who
supply protection in these markets, extracting rents from that
protection.” The demandfor protection ‘occurs when thereisalack
of trust between the market participants, or where their interests
are insufficiently safeguarded by legitimate actors and entities
(typically the state)'® Some actors, especially those providing
protection, may develop the power to not only resolve disputes
within the market, but, closely related, to set norms, providing the
framework by which actors in that market or community regulate
their own conduct. We describe this as ‘governmental power’.?

Our inquiry is primarily concerned with this intersection
between organized criminality and governance, rather
than, for example, the economic dynamics of illicit markets.
Corruption is a key method for exchange and interaction
between formal governmental actors and these informal
actors, exerting hidden power over formal politics. The
entrenchment of this influence leads to what we describe as
‘crooked states’.

(For more details on our methodology, please refer to the
companion report: James Cockayne and Amanda Roth,
Crooked States: How organized crime and corruption will
impact governance in 2050 and what states can — and should
—do about it now (UNU: New York, 2017).)

1. Vulnerabilities,
resilience

protection and

The negative effects of organized crime and corruption on
development are increasingly recognized by both academics
and policy-makers. Organized crime and corruption may
undermine security, co-opt limited resources, and impede
long-term stability and economic development.’® However,
the findings in Crooked States also push us to consider how
development policy choices may themselves unwittingly
create opportunities for organized crime, and open space for
alternate providers of protection — or, alternatively, prevent
the emergence of crooked governance."

1.1 How changes to 2050 will facilitate organized crime
and corruption

Crooked States highlights several areas where vulnerability
may open up opportunities for rent extraction and the provi-
sion of protection — and, in turn, criminal governance.

Climate change and resource insecurity

Without rapid technological or policy advances in the coming
decades, demographic and environmental changes may
lead to growing resource insecurity in significant parts of the
developing world by 2050. The UN estimates that half of the
world’s population will face water shortages by 2035, and
that more than 30 countries (nearly half of them in the Middle
East) will experience extremely high water stress.”? Food
scarcity, similarly, may be increasingly prevalent by 2050, as
population increases and economic growth increase demand,
while climate change, pollution, and a rise in conflict and
natural disasters threaten supply.”® While food production
will increase, it may not be sufficient to meet demand - and
increases in food production may not occur in the regions
where additional food is needed most.™

Shortages of water, food, land, and other critical resources will
create significant vulnerabilities for populations in developing
countries. In some states, government-managed resource-
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sharing arrangements or interventions by international actors
may help to mitigate the effects of resource insecurity. But
scarcity is likely to drive up the rents associated with the supply
and distribution of resources, and criminal and corrupt actors
are likely to take notice. These actors may seek to govern
the supply and distribution of critical resources — and to offer
citizens protection against uncertainty and risk where the
state cannot. In many parts of the world, organized criminal
groups already extract significant rents from the exploitation
and trafficking of natural resources such as gold, diamonds,
and timber.’® As more everyday resources become scarcer,
this criminality may extend to water, food or other critical
items. In water-stressed cities such as New Delhi and Karachi,
for example, local criminal networks are already involved in
the illicit supply and distribution of water."

Urbanization, demography and service provision

In some developing states, rapid urbanization, significant
population increases, and the negative effects of climate
change may significantly challenge social-service provision.
Between now and 2050, urbanization will occur at a remark-
able rate, especially in Africa and Asia.” The majority of
growth is expected to occur in the world's least developed ar-
eas, often in regions and countries ill-equipped to adequately
plan for and absorb large population increases.”® This ‘un-
planned urbanization’ may present significant challenges for
governance and social structures, especially in littoral areas
most vulnerable to the effects of climate change.” State in-
stitutions and municipal authorities in developing countries
may lack the legitimacy or capacity to fulfil core functions for
residents, including law enforcement, public infrastructure
development, social service provision, and disaster recovery.
Informal or parallel economies are also likely to develop, as
and where the pace of urbanization eclipses the creation of
job opportunities in the formal sector.?

In these spaces, criminal actors may step in to provide servic-
es and protection to residents, and to serve as intermediaries
between the state and the population.?’ They may govern in-
formal or parallel economies, regulate the allocation of scarce
resources, and deliver services to communities neglected by
state institutions. This allows criminal groups to cultivate so-
cial support and legitimacy, which may then provide cover for
other illicit activities. In Mozambique, for example, criminal
groups 'provide commodities or broker the provision of basic
services’ in regions where the state has little or no presence,
allowing them to gain social and political credibility among
local populations.?? In Brazil's favelas, organized crime groups
provide protection against violence and insecurity, regulating
certain forms of criminality and arbitrating disputes.?

Labour market disruptions
Technological changes may threaten livelihoods and increase

economic insecurity in some developing states. By 2050,
technological advancements and developments in machine

learning, artificial intelligence, and automation may lead to
job loss in a wide range of sectors. In April 2017, World Bank
President Jim Kim warned that two-thirds of jobs in devel-
oping countries could be lost to automation in the coming
years, leading to increased conflict and migration flows.?*
While job loss due to automation has been a concern in high-
income countries for some time, a recent study found that
in countries as diverse as Nigeria, Ethiopia, India, Argentina
and Thailand, anywhere from 65 to 85 per cent of jobs may
be vulnerable to automation.?> Some of these states, such as
Nigeria, Ethiopia and India, are also likely to experience rapid
population growth and urbanization in the coming decades.?
The combination of these trends may leave large numbers of
people — especially young people - searching for livelihoods
and coping and survival strategies. Tax revenues in some
developing states may be further impacted by these labour
market disruptions, which may increase unemployment and
economic insecurity. While wealthy states may be able to in-
vest in new industries or provide new forms of social welfare
to minimize these disruptions, smaller, low-income states will
likely struggle to adjust.?

In such places, criminal livelihoods may become more ap-
pealing. Development actors increasingly recognize the role
that criminal groups and networks play in offering livelihood
options — as well as meaning and identity — to individuals
who have limited options and little economic or social sup-
port from the state.® Already, in some regions, where em-
ployment opportunities are limited and there is little effective
government provision of social services and support, organ-
ized crime provides one of the ‘very few available ladders of
economic mobility and social advancement’.?? In states where
job loss is widespread and states are ill-equipped to respond,
participation in organized crime may significantly increase.

lllicit financial flows and the digital economy

Changes in the digital economy may present new opportuni-
ties for criminal and corrupt actors to disguise or launder the
proceeds of illicit activity — and may further impede devel-
opment trajectories. lllicit financial flows already have a sig-
nificant negative economic impact in developing countries,
reducing tax revenue, economic production and private in-
vestment. They damage state institutions by weakening the
role of government, undermining government accountability
and tax regimes, and catalysing illegal activities.®*® And illicit
flows are ‘intimately linked to large-scale corruption’, mean-
ing that efforts to tackle corruption and poor governance will
also require policies designed to stem illicit flows.*’

Multiple dynamics have contributed to the increase in illicit
financial flows in recent decades. Regulatory policy choices
and governance arrangements — especially relating to re-
source governance, bank secrecy, non-disclosure of benefi-
cial ownership, and tax haven arrangements — have made it
easier to quickly and easily obscure the providence of criminal
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rents.*? Some of these policies are, in turn, the product of em-
phasis on capital mobility and financial globalization over the
last three decades.® This has been further compounded by
the digitization of finance, which has helped to facilitate illicit
financial flows and made it easier to earn and launder money
illegally.®* Online banking also allows individuals to quickly and
easily transfer money, maintain offshore banking and invest-
ment accounts, and set up (or liquidate) shell companies.*®

In the coming decades, the rise in virtual currencies, particu-
larly distributed ledger technology based currencies such as
Bitcoin and Ethereum, may further compound these chal-
lenges. Virtual currencies — ‘private sector systems that, in
many cases, facilitate peer-to-peer exchange bypassing tradi-
tional central clearinghouses® — will likely increasingly com-
pete with cash and fiat currencies for a share of the global
economy. Often anonymous by design, such currencies allow
for rapid and easy cross-border payments over the internet or
by mobile phone. Individuals can easily skirt financial disclo-
sure or tax requirements, creating new opportunities for tax
evasion and off-shoring. They are also particularly difficult to
regulate and police — payment systems may be built on com-
plex infrastructure that spans multiple jurisdictions, creating
a lack of clarity on responsibility for financial compliance and
supervision.”” Many virtual currencies, especially those based
on distributed ledger technologies, have no central interme-
diary — and therefore no ‘focal point’ for regulatory efforts.®
These features have already made cryptocurrencies the cur-
rency of choice in some forms of cyber-related criminal activ-
ity, from the purchase of drugs on Silk Road to the payment
of ransoms in cyberattacks.?’

As virtual currencies become a larger part of the global econ-
omy, they will not only provide new opportunities for illicit
financial flows — they may also impact the ability of states to
govern currency markets and collect tax revenue. In the near-
term, this raises significant concerns about financial integrity,
regulatory policy, consumer protection and tax evasion. In the
longer term, this may also have significant implications for
macroeconomic policy, and, eventually, may impact financial
stability, especially in developing countries.*

Corruption, criminality and development

All of these new challenges may open up new opportunities
for criminal governance. But the state itself may also play a
critical role in creating these opportunities.*’ A recent brief
on the role of organized crime in public service delivery ob-
served that ‘it tends to be the state — through its absence or
complicity — that opens the space for organized crime to gain
legitimacy through service provision’.*? In some cases, the
state may simply lack the capacity to ensure environmental
and resource security, deliver services to urban centres, or
provide assistance to the unemployed. Yet in other cases, this
failure is the result of corruption and poor governance, not
under-capacity or under-resourcing.

Systemic corruption creates new entry points for criminal
actors in governance and undermines development efforts.
High levels of corruption weaken the effectiveness of state
institutions by diverting resources to state elites or criminal
actors, rather than to the provision of social services and
protection. There is increasing evidence, for example, that
systemic corruption has severely undermined military effec-
tiveness in countries such as Nigeria, Mali, Afghanistan, and
Ukraine.#® It also perpetuates and exacerbates inequality:
hampering economic development, diminishing state rev-
enues through graft and tax evasion, and diverting money
from social services, education, and other programs targeted
at the poor. And it undermines the legitimacy of the state:
as state institutions are bent crooked to funnel criminal rents
into the pockets of national elites — rather than to provide
services and protection to the population — citizens lose their
faith in the willingness or desire of the government to act in
their best interests. Efforts to address future vulnerabilities in
developing states may, then, be significantly undermined by
high levels of corruption.

1.2 Policy implications

Crooked States suggests that policy choices that ensure that
states, working with civil society and legitimate business, pro-
vide protection and reduce vulnerabilities will be key to pre-
venting and reducing the governmental influence of criminal
actors. This points to several policy implications.

Use social protection policies to address vulnerabilities

First, reducing the impact of organized crime and corruption
requires solutions that go beyond narrowly technical
programming aimed at law enforcement or the security sector.
Criminal groups gain legitimacy ‘by meeting fundamental
needs for livelihoods, security, and justice more successfully
and consistently than the state’.* Policies and programming
that address vulnerabilities, provide broad social protections
and promote good governance — in areas from climate
change to labour markets — are key to ensuring that protection
needs are served by legitimate actors, rather than by criminal
interests. This may include economic livelihood programming,
social protection policies and other economic interventions
designed to ensure the equitable distribution of resources
(including taxation policy), or investment in social-service
provision and infrastructure development in new urban areas.
This may also require a re-evaluation of thinking around the
role of the state in service provision. For much of the past three
decades, the policies that emerged from the Washington
Consensus have encouraged the privatization of social
service provision and reductions in government spending -
leaving many communities vulnerable and under-served by
the state. This has, in turn, created space for criminal actors
to provide public services and gain social legitimacy in these
communities.*®



Preventing the Rise of Crooked States

Minimize the criminalizing impact of labour market disruptions

Secondly, it will require that policy interventions are
designed to counter tomorrow’s vulnerabilities, not just
today’s. Development actors increasingly consider economic
livelihoods and targeted socio-economic programming as
critical to reducing the scale and impact of organized crime.*
But such programming should take into consideration the
potential disruptive impacts of automation and artificial
intelligence on labour markets. Livelihood or job-training
programming should focus on building skills and training
workers for the jobs of tomorrow, including care-intensive
jobs, or jobs that require higher levels of creativity and agile
thinking.® International organizations, such as multilateral
development banks, may also begin to consider alternative
forms of livelihood provision, such as the possibility of
universal basic income.

Use anti-corruption interventions

Systemic corruption undermines the social contract between
citizens and the state, and weakens state legitimacy — opening
up opportunities for other providers of governance. There is
a clear need for interventions aimed at reducing corruption
and poor governance.®" Addressing corruption requires a
multi-faceted approach: on the most basic level, for example,
aid targeted at promoting environmental and economic
resilience should include provisions for ensuring transparency
and proper management of funds. But international actors
should also focus on addressing impunity and promoting good
governance, including through more strategic interventions
addressing the links between corruption and political finance,
and working out when strategic communication can be used
to delegitimize corrupt behaviour and shift social norms to
promote resilience to organized crime.®> And some existing
preferences in development policy — for example in favour of
decentralization — may need re-examination. There is growing
evidence that decentralization in developing and post-conflict
states can facilitate the organization of crime, unless matched
by adequate anti-corruption resources.*

Strengthen the role of global finance in development outcomes

Finally, addressing corruption and reducing opportunities
for criminality in governance will also require coordinated
action to stem illicit financial flows. Financial deregulation
has helped to facilitate the easy and opaque movement of
large amounts of capital — and, in turn, made it easier for
state elites to hide illicit proceeds, or to use global markets
to mask grand corruption or facilitate collusion with criminal
elements.® The majority of illicit financial outflows from
developing countries end up in banks in developed countries
such as the United Kingdom or the United States, or in
offshore financial centres.®® Addressing grand corruption,
therefore, will also require more decisive efforts by wealthy
countries to improve financial transparency and minimize the
use of offshore tax havens.*

Efforts to improve regulation and minimize illicit financial flows

have increased in recent years. Policies have been enacted
to require automatic disclosure of tax information, improve
transparency measures in the banking sector, and implement
new standards for effective anti-money laundering practices.®’
But while these efforts have found some success, there are
also significant limitations. Combatting illicit financial flows
requires coordination across sectors and national borders.>®
Anti-money laundering regulations, for example, are only as
strong as their weakest link — creating loopholes in countries
where compliance or enforcement is weak.” And attempts
to crack down on illicit financial flows through cooperation
with financial institutions have led to an increase in other,
less regulated forms of illicit value transfers, such as using
high-value commodities (including art, luxury vehicles or real
estate) to launder money.®® Policymakers should also begin
to consider the regulatory and governance challenges posed
by this rise in virtual currencies.®'

2. Stabilization and peacebuilding

Conventional wisdom once held that criminal and political
actors were entirely distinct — that criminal groups had purely
economic, not political, motivations, and therefore played a
limited role in conflict. But there is increasing recognition that
this distinction is not always entirely accurate: some criminal
groups may not only meddle in politics for instrumental
reasons, but also develop political goals and motivations;
while political actors sometimes draw their political and
economic power, in part, from illicit economic activity.®? The
distinction is especially blurred in times of conflict and post-
conflict transitions. War is, fundamentally, a competition for
legitimacy, and for governmental power. Societies that are in,
or emerging from, conflict, are societies where the state has
‘retreated’, or otherwise failed to monopolize the provision of
protection and governance — and where multiple actors, with
multiple motivations — many of them using criminal means
and methods — compete to fill this governmental role.®* The
ways in which post-conflict transitions are managed - and
the political settlements that result — may determine whether
organized criminality becomes an entrenched component of
the political order in those contexts for decades to come.®

2.1 How conflict and transitions facilitate organized crime
and corruption

This requires understanding the ways in which conflict
creates opportunities and entry points for organized crime and
corruption — and, in turn, how organized crime may influence
conflict dynamics or hinder peace processes and post conflict
recovery.

War is criminogenic

War confers legitimacy on predation and criminal activity.
Conflict weakens norms around the use of violence and
coercion, and weakens the allegiance of individuals to the
state.®> The proliferation of weapons and individuals trained
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in violence also provides ready fodder for criminal groups,
lowering ‘the costs of developing alternative, non-state sources
of protection’.® And in the post-conflict period, high levels of
predatory criminality, such as rape, robbery or extortion may
further fuel criminal dynamics and undermine the legitimacy
of newly formed or nascent governments.’” Vanda Felbab-
Brown, for example, argues that the transitional government’s
failure to combat — and in some cases, tacit endorsement of
— predatory criminality in Afghanistan undermined stabilization
efforts. This failure created space for the resurgence of the
Taliban, which gained social legitimacy by presenting itself as
‘a more predictable and less corrupt ruler’.®®

Crime as survival and coping strategy

Conflict also breaks down the distinction between licit and
illicit economies. Shortages of food and other goods may lead
to the proliferation of black markets, while lack of economic
opportunity may erode normative barriers against participation
in criminal activity.*” Criminal groups may offer protection against
economic insecurity, not only facilitating the provision of food,
water, or other critical resources, but also offering one of the only
available means of economic opportunity.”

The criminal rents to be extracted from illicit flows are
particularly valuable during conflict. Both state and non-state
actors may seek to ally themselves with, or co-opt, the groups
that control access to these rents. This, in turn, can often
lead to new forms of partnership and collaboration between
organized criminal groups and the state. The allegiances
of individual actors may shift between the state, non-state
armed groups, and criminal groups, while criminal and
political motivations may be difficult to distinguish.”

Criminal subversion of transitions

Collaboration often extends beyond purely financial
considerations. The local legitimacy that organized criminal
groups gain during conflict — from their control over
illicit economies, the provision of livelihoods, and, often,
the protection and services that they may offer to local
communities — is particularly appealing to political actors
seeking to secure power in the post-conflict political order.”
These actors may choose to partner with criminal networks
to reach and govern local populations - for example, during
electoral processes in the post-conflict period. Criminal
groups may use their governmental reach and coercive
power to garner votes and economic support for politicians
in exchange for influence or favourable treatment down the
line, and may even wield this influence during the negotiation

of political settlements.”
2.2 Policy implications
Some key policy implications emerge.

Crime-proof stabilization efforts

First, stabilization and peacebuilding actors must recognize

that their interventions have complex local impacts on
political economies — including the illicit aspects of those
political economies. Without a stronger understanding
of how interventions impact local criminal markets, those
interventions risk reinforcing or conferring legitimacy on
criminal behaviour, or directly or indirectly contributing
to criminal networks. It is now well recognized that some
stabilization policies adopted in Afghanistan over the
last decade, for example, may have contributed to the
criminalization of governance.” Contemporary interventions
in Libya may carry similar risks.”®

International actors must ensure that their interventions ‘do
no crime’: that interventions by third-party actors do not
inadvertently promote opportunities for organized crime.”®
A detailed understanding of the local political economy,
for example, can help guard against the possibility that
peace operations, procurement, and aid provision bolster
illicit flows.”” Early work on this issue in multilateral peace
operations could and should be expanded to the broader
development context.

Strategic engagement of groups with criminal agendas

A more effective approach to managing criminal agendas
in stabilization will also require weighing the positives and
negatives of engaging with such actors. Interventions
should consider when and how to involve actors with
criminal agendas in peace negotiations, just as they often
consider whether to engage with rebel groups during peace
processes. (Indeed, these are often the same groups.)’® In
some cases, engaging these actors risks legitimizing criminal
behaviour and inadvertently benefiting criminal networks. But
criminal groups may also wield significant political power, and
omitting them from negotiations may risk creating criminal
spoilers in the peace process.””

Engaging with criminal actors may, in many cases, be politically
controversial. But criminal actors can still be rational actors,
and may be responsive to incentives and inducements aimed
to motivate them to abandon undesirable behaviour.®® This
may include creating opportunities for such actors in the licit
economy during periods of post-conflict recovery. A recent
analysis of protection economies in Somalia, for example,
found that when the available profits from protecting licit
trade outweighed the profits from protecting piracy, local
elites turned away from supporting criminality.?" Significant
further research and controlled innovation in this field is
required to understand what works.

Build effective governance - not just government

Finally, peacebuilding and stabilization programming
may require a greater focus on promoting ‘governance’,
rather than ‘government’. Often, interventions are aimed
at shoring up the legitimacy of the state, promoting state-
based governance or ‘extending state authority’.®? But in the
aftermath of conflict, the ‘state’ often remains a contested

concept. Non-state actors, including political or criminal
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groups, may compete with state actors for the allegiance
of citizens.®® Criminals may supply critical social services
and protection® - as well as much-needed meaning and
identity to citizens in the aftermath of conflict.> In some
cases, international actors may attempt to harness the social
and political power of these groups, leaving governance
structures in place while offering incentives to renounce
criminal behaviour.®

3. Cyber-development and cyber-
inequality

Cyberspace and digitization are increasingly central to every
aspect of social and political life. In the next five years, more
than one billion new internet users may come online, driven
primarily by growth in low- and middle-income countries.?’
And as more and more everyday items are connected to
the internet, digitization will affect virtually every industry. In
2015, approximately 20 billion devices were connected to the
Internet; by 2020, this number may rise to 40 billion. These
technological changes are leading to a reorganization of geo-
economic power and disrupting global value chains in ways
that have significant implications for the future of organized
crime and corruption in developing states.

Development efforts have only recently begun to take into
account the impact of this increasingly ubiquitous digitization,
and how technology is changing our understanding of
security, social inclusion, and state-citizen relationships.
Understanding the intersection of criminality, cyberspace and
development includes understanding how choices around
‘cyberdevelopment’ may enable illicit activity and facilitate
new forms of criminality. But it also requires consideration of
where new vulnerabilities will arise, and what new demands
for protection may emerge as a result.

3.1 How changes in cyberspace may facilitate organized
crime and corruption

The implications of cyberspace for development are
beginning to emerge.

Developing countries are testing grounds for cybercrime

First, it is increasingly clear that the question of cyber-
vulnerability and the threat of cybercrime is not confined to
specific industries and regions. The May 2017 ‘WannaCry’
ransomware attack, for example, affected more than 150
countries”™ - highlighting the vulnerability of a range of
industries in low- and high-income countries alike, and
demonstrating the potential destabilizing effects of such
attacks. Keeping pace with rapidly changing cyber-threats
requires significant resources, and developing states may
struggle to update critical technical infrastructure or upgrade
cybersecurity capabilities, leaving them especially vulnerable
to attack. Networks are generally most vulnerable when new
technologies are grafted onto legacy systems, for example,

posing particular threats for industries with large, outdated
technological systems, such as the healthcare, educational,
and agricultural sectors.”” For this very reason, developing
countries may be treated by cybercriminals as testing
grounds.”

Cyber-enabled crimes, or traditional crimes that have
become cyber, will also pose a growing challenge for
developing countries, especially for law enforcement and
security sectors. Many traditional organized crime groups
increasingly use the Internet to facilitate some form of their
illicit activity: recruiting new members, buying fake identities,
selling illicit goods, or laundering ill-gotten gains.”* And, as
discussed above, the rise in digital finance has already made
it easier for criminal groups and corrupt actors to quickly and
easily obscure the provenance of criminal rents, and to more
readily evade regulators and law enforcement.” As cyber-
connectivity in developing countries becomes more robust,
larger swaths of illicit trafficking networks, such as those
for drugs, arms or people, will likely move online. Criminal
actors may deliberately organize their activities from states or
online platforms that offer them maximum opportunities and
minimum constraints — weaker states, for example, or states
or online platforms with laxer controls.” Law enforcement
institutions in developing countries, which often have more
rudimentary technological capabilities, may struggle to
police criminality in cyberspace. This also poses challenges
for developing countries’ electoral institutions, which, as the
recent elections in Kenya show, may be vulnerable to hacking

Cybercrime and cyber-inequality

Cyberspace provides a new medium and venue for criminal
organization, with relatively low barriers to entry and low risk
of detection, disruption or punishment. Even sophisticated
crimes, such as hacking or fraud, come with relatively low
start-up costs — often just the price of a computer and an
internet connection, with user-friendly malware increasingly
widely available.” Low-level cyber-criminality may become
increasingly widespread - especially in countries where
economic opportunities in the licit economy are limited — as
the next billion people come online. Cybercrimes such as
fraud and intellectual property theft, for example, already
provide livelihoods to significant numbers of people in
countries such as Ghana, Nigeria, and Cameroon.”

But the way in which new forms of criminality and criminal
organization develop will depend on how cyberspace
itself evolves. Distributed ledger technology may actually
reduce opportunities for large-scale internet fraud or theft,
such as last year's multimillion dollar theft from the Bank of
Bangladesh.”® Instead, there may be a rise in low-value,
predatory cybercrime that targets end users, increasing
individual insecurity in cyberspace.

In a world that is permanently online, digital footprints and
signatures are highly valuable commodities, and an array of
public and private actors will be interested in accessing or
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controlling this data. Governments, for example, increasingly
use communication data to monitor the activities of their
citizens.”” Private companies, from health care companies
to internet service providers, also routinely buy and sell
consumer data to target advertising or guide investments.'®
And for criminal actors, personally identifiable information
offers numerous opportunities for the extraction of criminal
rents — from identity fraud to ransomware attacks.

The growing ubiquity of digital data will create new
demands for protection. The lines between the licit and
illicit marketplaces for personal data, for example, may be
increasingly blurred, as both criminal groups and legal ‘data
brokers’ buy and sell personal data in online exchanges.'
In many cases, governments do not offer much insurance
against this protection: the laws that govern different types
of data collection are often vague or outdated, and vary
significantly from country to country.’® Instead, much of
this cyber-protection is provided not by state actors, but by
private, commercial actors, such as cybersecurity companies.
Those who cannot pay will be subject to high levels of
insecurity and vulnerability.

This also leads us to consider what poverty, social exclusion
and inequality may look like in an increasingly digital
world. Cyberspace and digital access are increasingly
critical to innovation and economic development, and
digital connectivity offers an array of social, economic and
civic benefits to individuals.”®  Significant portions of the
developing world, however, still remain excluded from this
space, as high costs, poor infrastructure and other barriers
impede universal internet access.’® As access expands,
there are questions about what form it may take. Increasingly,
for example, initiatives from private companies such as
Google and Facebook offer free but highly restricted internet
connectivity in the developing world. Access is limited to only
pre-approved portions of the internet — often to their own
proprietary sites — while expanded access requires additional
fees.”®™ Such unequal access models, if widely adopted,
risk ‘entrenching and amplifying existing inequalities’
and contributing to the social exclusion of low-income or
marginalized populations from the global community.'®

Increasingly, the very machinery of commerce may depend
on a cybermachinery owned and operated by organizations
in the global North. Developing country actors’ access may
be predicated upon their willingness to surrender data
sovereignty. This risks leading to cyberspace not serving
as a platform for innovation and development, but for
entrenchment of inequality and exclusion.

Cyberspace as a platform for new forms of international
governance

Today, the Internet is often thought of as a ‘global commons’,
while it increasingly functions more like a ‘club’ dominated by
a limited number of actors. States are increasingly controlling
what parts of the Internet, and what content, their citizens

can access, using cyber-protection to justify interposing
themselves between people and the Internet.’”” Other states
are actively supporting the maintenance of open spaces and
services and agreeing to global standards and regulations
around internet access, data security, and cyber-conflict.'%®
Either way, developing states may struggle to protect their
cyber-borders, just as today they often struggle to protect
their physical ones. Citizens in weak states may therefore face
more insecurity and be more vulnerable to cyber-criminality
- or they may be more willing to pay other actors for
protection. And as value chains become increasingly digital,
developing states may struggle to protect or police these
value chains. The rise of virtual currencies and peer-to-peer
payment systems may further compound these challenges,
posing acute challenges for state control of economic value
and financial security.

New forms of cooperation may emerge between state,
local and private actors in response to this insecurity. Some
states or municipalities, for example, could choose to
partner with commercial actors to create highly protected
economic and cyber spaces, within which protection and
trust services are provided to a geographically dispersed
but closed-off network.’™ This would likely challenge the
economic and political power of some developing countries.
It could, for instance, create zones of exclusion, in which
some communities are left out of these protected networks,
instead existing in a heightened state of economic and cyber-
insecurity. It could also lead to new forms of dependency,
as developing states are forced to rely on richer states or
transnational corporations for secure access to cyberspace
and cyber-capabilities.

3.2 Policy implications
A few key implications arise.
Bolster cyber defences in developing states

Cybersecurity will be increasingly central to promoting
resilience and security in developing countries. The
anonymous and cross-border nature of cyberspace has made
it challenging for state institutions, even in wealthy states, to
keep up with and provide protection against new forms of
vulnerability. In developing states where capacity is limited,
this may prove even more difficult. There will likely be a need
for development assistance that helps low-income countries
bolster their cyber defences, provides education on cyber-
hygiene and other best practices, and improves the cyber
capacity of security institutions.”"® Because so much of the
infrastructure of the internet is owned and operated by
private companies, public-private cooperation will also be
key to investing in and implementing updated cybersecurity
measures.'" International actors may be well-positioned to
help facilitate cooperation with transnational corporations
and service providers, and to ensure that cybersecurity
standards enforced in their own countries are applied across
the network.
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Leverage technology to improve development outcomes

Development efforts should also begin to focus on helping
developing states harness the positive impacts of technology
and cyberspace to promote good governance and foster
economic and social resilience. This may include re-training
or re-educating workers in new and emerging technologies,
and fostering the development of new industries. such as
robotics and additive manufacturing. In China, for example,
where manufacturing jobs are at high risk of automation,
the government has taken an active role in developing
the domestic robot industry."'? Additive manufacturing,
similarly, may significantly disrupt current patterns of global
manufacturing and production — but with lower start-up costs
and overhead than traditional manufacturing, it may also
offer new opportunities for development and innovation in
low-income countries.'®  Blockchain technologies may also
lower barriers to entry for entrepreneurs. Developing country
entrepreneurs will only be able to compete, however, if they
are exposed to these new technologies sufficiently early, and
given access to the reliable broadband service that is needed
to harness those technologies.

Development assistance could also promote the use of
technology to increase transparency and improve government
effectiveness, while also reinforcing cybersecurity. Some
governments, for example, are experimenting with using
blockchain —the distributed ledger technology that underpins
Bitcoin — to secure government records and protect citizen
privacy.""  One such initiative in Georgia uses blockchain
to create a transparent and reliable land registry system,
designed to guarantee the property rights of citizens.®
Other technologies may help to improve service delivery
while providing protections for personal data and individual
privacy. In Estonia, for instance, government-issued, secure
electronic ID cards allow citizens to safely access healthcare,
conduct business over the internet, and file their taxes.'®
The 1D2020 Initiative, similarly, is using biometric data and
blockchain technology to build a digital platform that will
provide legal, digital identities for vulnerable populations,
including refugees and victims of modern slavery.'” While
these initiatives are relatively nascent, such programming may
help to reduce vulnerabilities and bolster the ability of the
international community to cooperate to provide protection
against insecurity.

Consider global cyber-governance

The conclusions reached in Crooked States and throughout
this brief also indicate a need to think more expansively about
the future of cyber-governance, and to consider how multi-
stakeholder arrangements may help to promote security and
provide protection against vulnerabilities, including those
arising from cybercrime.

Today, cyber-governance is at a crossroads: both states and
private actors are just beginning to consider what norms and
legal protections should govern behaviour in cyberspace.''®

And high-income states are increasingly making policy
choices about Internet access and data protection within their
own borders. But this ad hoc approach risks entrenching the
potentially harmful dynamics discussed above, and leading to
new forms of inequality and vulnerability in developing states.

Instead, state and private institutions should cooperate to
collectively protect cyberspace as a global commons. This
would require strengthened governance to ensure equal
access and promote a rules-based, safe and accessible
internet, minimizing the role played by cybercrime, and
protecting the open nature of the Internet as a global public
good." Critically, this will require involving private businesses
and corporations that produce, distribute, own and operate
key parts of the infrastructure of cyberspace. Any attempts
to implement cyber-governance agreements will require
cooperation and buy-in from these actors. States will need
to find ways to establish and maintain incentive structures
and accountability systems that motivate private actors to
help protect cyberspace as an open space for innovation and
individual activity.

Development actors should also help ensure that future cyber-
governance reflects the interests of developing states, and
that it helps to address new forms of cybercrime vulnerability
in small and low-income states. This may require promoting
principles of net neutrality and global data protection laws. It
will also require discouraging policies that lead to increased
fragmentation in cyberspace - such as data localization laws
that may inhibit the free flow of data'® and create rent-
extraction opportunities for local criminal actors — while
advocating for more robust, but flexible, data protections.
Finally, it may involve active measures to ensure the effective
representation of smaller developing states in such multi-
stakeholder initiatives. Technical and financial support, for
example, could be provided to both private and public actors
from developing states who would otherwise struggle to
meaningfully participate in governance arrangements.?'
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